Introduction

The College of Commerce continues to invest in information Technology in order to meet our objectives.  The provision of computer hardware and software is given on the basis that the user comply with this and any other instruction in relation to its use.  Computer Misuse is potentially damaging and can be considered a breach of discipline under the heading of ‘Gross Misconduct’ where suspension/expulsion may be an appropriate sanction.

Objective

The objective of this policy is to ensure that the use of Information Technology and Internet within the College of Commerce is conducted in a professional manner for college purposes only.  While it brings many benefits to the College of Commerce, in terms of its communications , internally and externally, it also brings risks to the organisation, especially where student use it outside of their student roles.  Every student has a responsibility to maintain the college image, to use this electronic resource in a productive manner and to avoid placing the college at risk for legal or other liability based on their computer activity.

What is Computer Misuse?

Computer Misuse encompasses various types of behaviour. Including the following (please note that this is not an exhaustive list):

· Fraud

· Virus Infection

· Theft of data and Software

· Private Work

· Personal use (Holiday booking, internet Shopping etc.)

· Hacking

· Sabotage

· Transfer of Company Data to nonapproved recipients

· Use of unapproved Software

· Use of disks/CD’s from outside the organisation (without prior authorisation)

· Computer Game playing

· Introducing, downloading or viewing pornographic or other unsuitable material

Any of the activities listed above can cause serious damage to the integrity of an organisation.  Depending on the circumstances, computer misuse can be an offence warranting suspension/expulsion as per the college disciplinary procedures.

Particular forms of unauthorised computer use will constitute a criminal offence under the Misuse of computers Act 1990.

The offences cover:

· Deliberate, unauthorised access to computer programs or data

· Unauthorised access with criminal intent

· Unauthorised modification of computer programs or data held in the computer.

Email

Email misuse encompasses:

· The sending or receipt of libellous, insulting or racist material.

· The sending or receipt of offensive material, private jokes or chain letters.

If you receive any of the above types of material please delete the material immediately from your email and inform your class teacher.  If you receive a virus from an email, please delete the message and/or attachment and contact your class teacher immediately.  Remember it is an offence for you to RECEIVE AND RETAIN offensive material.

The College of Commerce name is included in the heading carried with every message sent by a student.  This reflects on the College image and reputation and therefore every message must be appropriate and professional.  Great care should be also be taken when attaching documents (as this may give rise to the release of information not intended for release).  If in doubt contact your class teacher.

Use of the Internet

Internet Access is conditional on the following additional rules being observed:

1. Internet cannot be accessed by any person from a PC or laptop which is or can be networked to the Main Office.  This includes the Teacher Resource Room.

Internet access can be from only the following:

· Standalone PC with no possible connection to the Main Office.

· PC’s on any computer room network, with authorised access.

2. Internet is for College purposes only.

3. To access, download or send any indecent, obscene, pornographic, sexist, racist or defamatory or other inappropriate materials as well as the circulation of such materials will be a dismissal offence.

4. The College has a Web site, which should not be interfered with nor changed in any way without prior authorisation.

In Summary, access to the Internet and E-Mail from the Main Office/Computer room Network should not be used for:

· Personal Gain or Profit.

· To represent yourself as someone else.

· To post or download messages that contains political views.

· To post or download messages that contains inappropriate, obscene, inflammatory, intimidating, harassing defamatory, disruptive or otherwise offensive language or anything that will reflect poorly on the College name and professional reputation.

· To advertise or otherwise support unauthorised or illegal activities.

· To provide lists or information about the College’s students to others and /or to send classified information without approval.

· When it interferes with job responsibilities.  This includes spending time on the Internet or Email activities for personal use.

Conclusion

Cork College of Commerce will not tolerate any of the aforementioned practices and anyone caught misusing facilities will be subject to the full extent of the disciplinary procedures.  Any student with information about any misuse as outlined above, must bring it immediately to the attention of your class teacher.Your identity will be protected and full management support will be provided.
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I accept and agree to be bound by the above policy and conditions
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